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Bezpecnostni HW — vstupy

Snimani pritomnosti - i . . . .
Bezpeé&nostni zamky a spinage TlaCitka nouzového zastaveni a Operatorska rozhrani

vypinaci zarizeni
=
~

. v Spinace: Zarizeni pouzivana k zastaveni Rozhrani operator - stroj:
P;ﬁg:;iigi F(’)"S()OEJ'Stovan' - Koncové spinace procesu v pfipadé nebezpedi:
P - plastové
L - kovove - Tlagitka dvouruéniho
- Optoelektronicke prvky - mini-spinace - tlacitka nouzového zastaveni oo
L . , . - Spinace bezpelnostnich kryt(
- opticke bariéry (vice paprsku) LA . 4 apinad , .
- mechanické lankove spinace - povelové a povolovaci
o - mechanické s uzamykanim spinace
- optické zavor o P
(jegno a rsk0\)//é) - magneticke
pap - obyg&ejné
laserovy scanner - S kodovanim
vy - RFID
Naslapné rohoze - bez kodovani
P - s kédovanim
- Bezpecnostni hran e :
P y - KliCové pasti

Rockwell
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Bezpecnostni HW — logické jednotky

Bezpecnostni relé

SW konfigurovatelné

Integrované systémy

Jedno/dvojkanalove
monitorovani zafizeni pro
bezpecnostni aplikace

Dvé zakladni platformy:

- Jednoducha
bezpeclnostni
relé/moduly MSR

- Rozsiritelna
multifunkéni relé /
moduly GSR

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.

Konfigurovatelne
bezpeclnostni zafizeni az
do PLe/SIL3 muze byt
konfigurovano pfres CCW
nebo Studio5000 pres
vestaveny USB nebo
rozSifitelny EtherNet
port.

Integrovany system
GuardLogix pouzitelny az
do SIL3/PLe z rodiny
ControlLogix &
CompactLogix.
Standardni a bezp. fizeni
na jedné platforme, s
jednim softwarem, jednou
siti a jednoduchou
komunikaci a
diagnostikou.

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)

IO moduly

Bezpecnostni I/O na siti
nebo lokalni pro pouziti s
ruznymi platformami

Rockwell
Automation



Bezpecnostni HW — aktuatory

™

Stykace

Nucené vedené kontakty
pro pripojeni zpétné
vazby. Siroké spektrum a
typU presné pro vasi
aplikaci s jednou z
nejlepSich hodnot B10d
na trhu.

100S, 700S a 109S
bezpecnostni stykace,
700 HPS paticova relé

PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.

Meéenice PowerFlex

-
Z:
e
ﬁa
A

Pohony PowerFlex s
volitelnou a rozSifitelnou

zakladni nebo pokrodilou
bezpecnosti pro rychlejsi,
jednodussi, vice efektivni a

spolehlivé aplikace
- Rada Powerflex 5
- Rada Powerflex 7

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)

Motion Kinetix
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Integrovaneé Fizeni pohybu Kinetix

s volitelnou a rozsiritelnou zakladni

nebo pokrocilou bezpecnosti pro
rychlejsi, jednodussi, vice efektivni
a spolehlivé aplikace

- Kinetix 6000

- Kinetix 6200

- Kinetix 6500

- Kinetix 5500

- Kinetix 350 and 300

Rockwell
Automation



Hlavni body platformy GuardLogix®

GuardLogix® je systém s vysokym vykonem pro
multidisciplinarni fizeni, které zahrnuje vSe z ne-
bezpecnostni fady ControlLogix®, ale rovnéz T

zahrnuje schopnosti ridit bezpecnostni smycky
aplikace.
= Az do SIL 3, Ple pri CAT 4

= Standardni, bezpecCnostni, motion a dalSi rizeni v jednom CPU ‘ 4
= CIP Safety pres EtherNet/IP (DeviceNet)

= Certiflkkované bezpecdnostni instrukce
= High Integrity Add-On Instrukce (bezpecCnostni add-on)

= Rockwell
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5580 GuardLogix &
5380 Compact GuardLogix

Jeden systém pro standardni a bezpeénostni fizeni
- Zadny dodateény &as potiebny pro integraci

= Lepsi, rychlejsi a jednodussi diagnostika

= Nejjednodusi mozné poskytovani dat pro HMI

M ame -2 | Uzage
CIF_Safety_Acting Public
Rezet Local

= Parameter Connections {2:0}
Connection  SWUMOT_Examplebdachine. CIP_Safe_0OFff_Demand
Connection  SUMOT_Examplebd achine. CIF_S afety_Demand

Jedna sit’ pro standardni a bezpe€nostni fizeni
= Zadna dalSi sit nebo rozhrani pro I/O
= Schopnost kombinovat se standardnimi 1/O

MPUBLIC Copyright © 2019 Rockwell Artomratior,teAtrRights Reserved. 2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)

Jeden software pro standardni a bezpe€nostni fizeni

Stejny vzhled a ovladani urychluje vytvareni aplikace
Flexibilita systému Setfi Cas

Bﬁ Buwent_ask

£-CBBelt_Code

----- & Parameters and Local Tags
L Bn Belt_Contral

55 SafetyTask

Elﬂ SafetyProgram

& Parameters and Local Tags
- Ezj MainRoutine

Kompatibilni a flexibilni
= Certifikované bezpecnostni instrukce (pres 100)
= Moznost vytvaret vlastni (HI Add-On instrukce)

Dual-channel Input Start

(DCSRT) DCSRT
| Dusl channel nput Stant
Furebuml DCSRT Sefety_§ |-(013—
iy ot Safety Function EMABLE FENDANT
Input Type EGUIVALENT - ACTVE HIGH  {-(FP)—
vvvvvvvvv nad F S Dizcrepancy Time (Mzec) 0
Ensble Safety_Ensble
’/ﬁk N 2#0000_0000 #
< Channel A Safety_Block_47:1 AO00Deta
ad, - 04
- Channel B Safety_Block_A11 AD1Data
0 #
“'gg“’ put Status Safety_Block_A1.| ComtinedStatus
0 #
et oot Reset Satety_Reset_PB
|, tected codaty ) 2#0000_0000 +
ik
I
— Rockwell
WGt
A i
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Procesory s bezpecnostnim rizenim

™

CPU
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[
P

Pouze safety

Skalovatelné

systemy
S integrovanou
bezpeclnosti
SIL2/PLd
SIL3/PLe

Bez site

SmartGuard600

i 5380 CMX
Lokalni

bezpecnostni
/O

5380 CMX
1769-L3xS
Bezpecnostni
IO na siti

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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5069 Compact I/O

™

AFC od
06.05. 2019

Bezpecnostni lokalni karty

Lokalni I/O & distribuované I/O pro Compact GuardLogix 5380
Distribuované 1/0O pro GuardLogix 5580 (brzy vice...)
Karta bezpecnostnich digitalnich vstupu 5069-IB8S

= 8 jednokanalovych vstupd PL d nebo
= 4 dvojkanalové vstupy PL e

Karta bezpecnostnich digitalnich vystupu 5069-OBV8S

= Maod ,Sourcing®
8 jednokanalovych vystupd PL d nebo
4 dvojkanalové vystupy Ple

= 4 bipolarni vystupy PL e

Obsazeno ve Studio5000 Logix Designer V32,
pro nizsi verze dostupne AOP ke stazeni
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FLEX 5000™ digitalni bezpecnostni I/O

Bezpecnostni digitalni
vystupy

rrrreerrrec resee

@D Allen-Bradiey il q. e i

)| et edagtey

EghsE
@ alen-gradey  FLEX5000%)Q ~ MHPOWER M sTATUS “"gg\g

@ Aiton-Brackoy
| s W

T——
1 | ‘
NeT | ‘ @
| [ | ]

AR 094-1B16 p

unkz W

S094-AENSFPR

Safety Integrity
Level

SIL 3, PL e, kat. 4

| TP ADOREES Eg 5

[WFOWER

B 5094-0816 SAFETY 4G
oY o2 3 4 5 B 7T B 90 A M 12 11 W OB

A

K M| ssssssssss, 2’-2"2}"

> (XX XXX XX -
» - --l-----n----l-- '

!'-‘---..--.--q .rt_'

Bezpecénostni digitalni vstupy

Distribovana bezpeénostni
aplikace
Vzdaleny reset chyb
Konfigurovatelny bezpecény stav

Rozsifena diagnostika
kontrola teploty ...

™
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Detekce preruseného vodice,

FLEX5000*yo  HPoweR M smaus
(|

CRRES I T A e R T B

-- l-l-lll-IlI L]
| I Il (-
1---- CEE T

EN04-OW4IS  SAFETY RELAVA|

Bezpecnostnireléové
vystupy

© Aln-fadey  FLEX 5000”110 WM*!m“ﬁg

Fail-safe aplikace
RezZim nizkého, vysokého a
stadlého vyzadani

Rockwell
Automation
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Flexiblni sposteni uloh
TTi typy

™

Mew Task

Mame: Continuous_Task]| | [ ok

Description: Cancel
Help

Type: Continuous “

Watchdog: ms

[] Disable automatic output processing to reduce task overhead
[ Inhibit task

Mew Task

Mame: Periodic_10ms | I QK

Description: Cancel
Help

Type: Periodic w

Period: 10.000 ms

Pririty: 10 = (Lower number yields higher priority)

Watchdog: ms

[] Disable automatic output processing to reduce task overhead
[ Inhibit task

Continuous Task

PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.

Periodic Tasks

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)

Mew Task
MName: EVENT_KnfeCut | [ ok
Description: e
Help
Type: Evert [
Trigger:
Tag: feis Registration 1
Auis Registration 2
[ Execute task i Motion Group Execution ms
EVENT Instruction Only
Module Input Data State Change
Priority: Consumed Tag priority}
Watchdog: .
Disable automatic output proceg s=cuce task overhead
[] Inhibit task
Rockweli
Automation
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Prostredl Studio 5000

Loglx Designer - GuardLogix in Safety_Finish.ACD [1756-L81ES 32.11]"

{FLE EDIT  VIEW

}—L| = FPN§| Erom Rou;| RIN‘l pEEM DIN‘I LC‘ITHR§I ncs‘lncs; 2E. g$m| ggu| ncm‘lsnnﬂTsnulTssulFsaulTHRS gm| ] |ncn§| ﬂ

Stav systemu (Run/Rem/Prog) ‘
Stav pripojeni (On/Off-line)

SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP
SR D % Ll c.\rclejnu‘ts T B SRR e
RLUIMN
oK Path: AB_ETHIP-14192, 168, 1.2\Backplaneid
Enen Storage
- & 2 DOffline Mo Forces Mo Edits
Controller Organizer v r oA 59 ainRoutine® X
e 9% b Pl G EL | 23 b v vy
4 | Controller GuardLogix =
< Controller Tags
Controller Fault Handler
Power-Up Handler
4 | Tasks
4 53 MainTask

P L MainProgram
4 () SafetyTask
4 5 SafetyProgram
< Parameters and Local Tags
B MainRoutine
Unscheduled
4 = Maotion Groups

Ungrouped Axes
P 0 Alarm Manager
P Assets

T Logical Maodel
4 =|1/0 Configuration
4 831756 Backplane, 1756-A4
[ [0] 1756-LB1ES GuardLogix
§ [1] 1756-LBSP GuardLogixPart
4 f [2] 1756-EN2T Ethernet
4 g5 Ethernet
§ 1756-EN2T Ethernet

4 @ 1734-AENT /A AENT 01
4 B PointlQ & Slot Chassis
@ 0] 1734-AENT/A A
U [1] 1734-1B85/A AE
I (2] 1734-1B85/A AE
i (3] 1734-0B8S/A A
[ [4] 1734-1B8/C AEN
[ [5] 1734-0B8/C AE
4 g5 Ethernet

-
4| | »

I= Controller Organizer (1) Logical Organizer
Errars E t “-fdhh

Display the language elements contained in the group: Move/Logical

ch Res!

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.

Zonel_ESTOP.O1

e

Stav ,forcovani“
Moznosti pripojeni + cesta

B -
LG Zonel_LC
Reset Type AUTOMATIC =01 =
Channel & AENT_01:1:LPt04Data [ CI—
1« —CCRHOD—
Channel B AENT_01:1:1.Pt05Data = LCBH—
1= LCMW 3—
Input Filter Time 0 Hl—
Mute Light Curtain hone  —CFPO—
Ow
Circuit Reset none
O«
Fault Reset Cmd_Zonel_FaultReset
Ow
Fonel_LC.O1

==

Sts_Zanel_LC_InputOk

=

Sts_Zonel _ESTOP_InputOK. Sts_Zonel_LC_InputOk
& ] [
1 C

—

Sts_Zonel_lnputsOk

C

Crd_Zonel_SafetyReset  Wrk_Zonel_SafetyReset_ ONS

Sts_Zonel_|nputsOk.  AENT_01:2:1.CombinedinputStatus

re— g re—

Zonel_Contactors FP Crd_Zonel_OutputEnable

1E Lons ]

Crnd_Zone1_OutputEnable

J E
1 C

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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Communication Software: RSLinx Classic Rung 0 of & APP A

Rockwell
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Prostredl Studio 5000

Loglx Designer - GuardLogix in Safety_Finish.ACD [1756-L81ES 32.11]"

= Erergy Storage _
imyo Offline

_n

Controller Organizer

& 92

4 | Controller GuardLogix
< Controller Tags
Controller Fault Ha
Power-Up Handler
4 | Tasks
4 53 MainTask
P L MainProgram
4 () SafetyTask
4 5 SafetyProgram
< Parameters an
B MainRoutine
Unscheduled
4 = Maotion Groups

Ungrouped Axes
P 0 Alarm Manager
P Assets

T Logical Maodel
4 =|1/0 Configuration
4 831756 Backplane, 17
[ [0] 1756-L81ES G
§ [1] 1756-L85P G
4 f [2] 1756-EN2T EY]
4 @5 Ethernet
f 1756-EN2T

COMMUNICATIONS

9 C [0 % %

5 FLE EDIT VIEW SEARCH  LOGIC
DS W & ¥ a
N
| Path: A2_ETHIP-

fi. Mo Forces

TOOLS WINDOW  HELP

14192, 168, 1.2%Backplaneto

)| Mo Edits

Add-On - Safety  Bit  Timer/Counter  Input/Cutput  Compare  Compute/Math  [Move/logicall File/Misc

Paleta instrukci (i bezneé standardni instrukce mohu pouzit

v safety Casti)

Safety instrukce mohu pouzit POUZE v safety ¢asti,

jako napr. LC, DCS, SMAT, DCA, ROUT apod.

Pouziti bloku neni limitovano poétem pouziti, nic se nemusi

doinstalovavat, nebo pfikupovat.

I

4 @ 1734-AENT /A AENT 01
4 B PointlQ & Slot Chassis

@ 0] 1734-AENT/A A

U [1] 1734-1B85/A AE

I (2] 1734-1B85/A AE

i (3] 1734-0B8S/A A

[ [4] 1734-1B8/C AEN

[ [5] 1734-0B8/C AE

4 g5 Ethernet

4] |

I= Controller Organizer (1) Logical Organizer

Errars E‘E-eurch Results “-fdhh

Display the language elements contained in the group: Move/Logical

™
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Fonel_LC.O1

==

Sts_Zanel_LC_InputOk

3 = =

Sts_Zonel _ESTOP_InputOK. Sts_Zonel_LC_InputOk

4 E ]

Sts_Zonel_lnputsOk

[
C C

Crd_Zonel_SafetyReset  Wrk_Zonel_SafetyReset_ ONS Sts_Zonel_|nputsOk.  AENT_01:2:1.CombinedinputStatus  Zonel_Contactors, FP

Crd_Zonel_OutputEnable

—

——Ifl'—
C il I il R

5 1E
Crnd_Zone1_OutputEnable
TE
1 C

Communication Software: RSLinx Classic Rung 0

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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Prostredl Studio 5000

Loglx Designer - GuardLogix in Safety_Finish.ACD [1756-L81ES 32.11]" - & X
{ FLE  EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP
Le W @ x0a 90 [ [ b e Dobdi(R o6 GG
:E)L,iw 17 Pain sB_ETHP-1\152 168, 1.2\Backplanetn % & B ) L ) e Y R N e o e e o e e s |
i :IEjrgargy SR ffline fl. Mo Forces ¥ Mo Edits i SafetyUnlocked ™0 & 4 ) “Favorites Add-On  Safety Bt TimerCounter Input/Output Compare Compute/Math (Wgedlegigall File/Misc.  Progran

Element Group: Move/Logical

Controller Organizer

a %5
Controller GuardLogix - -
< Controller Tags
Controller Fault Handler _-
)_
. ’ o (¢ v ’ v ’
el Zobrazeni ,tagu” (proménnych), ne-bezpecnostni |
E.L MainProgram ” I
4 () SafetyTask v r v 7 . o
a bezpecnostni casti programu
< Parameters and Local Tdgs "
2 kM ainRouting QK
Unscheduled
4 = Maotion Groups
Ungrouped Axes
P 0 Alarm Manager L
b Assets T T T T IR T
T Logical Maodel ) 1€ —CCRHOD—
4 <110 Configuration Channel B AENT_DW:1:I.PtDSDat$‘:((thd)):
4 831756 Backplane, 1756-A4 Input Filter Time 0 H>—
[ [0] 1756-LB1ES GuardLogix Mute Light Curtain nDHS‘—CFPD—
§ [1] 1756-LBSP GuardLogixPart Circuit Reset hone
4 f [2] 1756-EN2T Ethernet O«
4 & Ethernet Fault Reset Cmd_ZDne1_FauItReseult
§ 1756-EN2T Ethernet
4 @1734-AENT/A AENT_01 Zonel_LC.O1 Sts_Zonel _LC_InputOK
4 B PointlQ & Slot Chassis 3 == = —_—
@ 0] 1734-AENT/A A
§ [1] 1734-1B85/A A Sts_Tonel_ESTOP_InputOK  Sts_Zonel_LG_lnputOK Sts_Zonel_InputsOK
il (21 1724-1BBS/A AF 4 E —J -
i (3] 1734-0B8S/A A
0 (4] 1734-1B8/C AEN Crnd_Fonel_SafetyReset  Wrk_Zonel_SafetyResst_ONS Sts_Fonel_lnputsOk AENT_01:2:) CombinedinputStatus  Zonel_Contactors FP Crmd_Zone!_OutputEnable
0 [5] 1734-0B8/C AE 5 1E {ons | = [ A B =/
4 &5 Ethernet f Cmd_Zonel_OutputEnable
| | D I E =~

I= Controller Organizer (1) Logical Organizer
Errars E ch Result “-fdhh

Display the language elements contained in the group: Move/Logical Communication Software: RSLinx Classic

Rung 0 of &

Rockwell
| 16
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Prostredl Studio 5000

Loglx Designer - GuardLogix in Safety_Finish.ACD [1756-L81ES 32.11]" - & X
©OFLE EDIT  VIEW  SEARCH  pOG e GOMMMNICATION S e TOAL AAONDCIAL LELD
Hlavni ¢ast okna se zobrazeno Iog'ko braného
= Erergy Storage _
imyo Offline p r g r u
4 | Controller GuardLogix /_ \ ESTOP =
< Controller Tags — ESTCOP Zonel_ESTOP
e AUTOMATIC |01 ==
Controller Fault Handler Channe) ENT 01:2: Pt00Data | Cl—
Power-Up Handler 1@ CRHO —
4 I Tasks Channel B AENT_ 0779 HC1—
4 3 MainTask Circuit Reset it
P L MainProgram Oe
4 (O SafetyTask Fault Reset CmdizunetFaultReseDI‘
4 5 SafetyProgram

<P and Local Tags

Unscheduled

Zonel _ESTOP.O1
S
4 C

Sts_Fonel _ESTOP_InputQk

4 = Maotion Groups
Ungrouped Axes

P 0 Alarm Manager
P Assets
T Logical Maodel
4 =|1/0 Configuration
4 831756 Backplane, 1756-A4
[ [0] 1756-LB1ES GuardLogix
§ [1] 1756-LBSP GuardLogixPart
4 f [2] 1756-EN2T Ethernet
4 g5 Ethernet
§ 1756-EN2T Ethernet

4 @ 1734-AENT /A AENT 01
4 B PointlQ & Slot Chassis

Fonel_LC.O1

LC
LC Zonel_LC
Reset Type AUTOMATIC =01 Je=
Channel & AENT_01:1:LPt04Data [ CI—
1« —CCRHOD—
Channel B AENT_01:1:1.Pt05Data  —LCBH»—
14— LCMW 3—
Input Filter Time 0 HI—
Mute Light Curtain hone  —CFPO—
O
Circuit Reset naone
O«
Fault Reset Cmd_Zonel_FaultReset
O

Sts_Zonel_LC_InputOk

D [0] 1734-AENT/A A
1] 1734-1BBS/A AE

_ESTOP_InputOK
2] 1734-1B8S/A AE 2

Sts_Tonel_LC_InputOk
2] g
1

Sts_TonelMputsOk

4] 1734-1B8/C AEMN
01 1734 ORRIC AE

Crnd_Zonel_Safety
1 I =N=

Wrk_Zonel_SafetyReset_ ONS
li=

i
i
fl [3] 1734-0B8S/A A
0
[

Sts_Zonel_|nputsOk.  AENT_01:2:).CombinedinputStatus

= [= 2l [z
Ll L

Zonel_Contactors FP

Cmd_ZoneW_O‘u}EwEﬂabh'—
=]/ =

4 g5 Ethernet
1]

T= Controller QOrganizer

Errars ESEHIC"I R

Display the language eleme

Pokud jsem v safety-Casti, zobrazuje se mi vodoznak
loga ,,GuardMaster* — bezpecnostni HW nasi firmy.

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.
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Prostredl Studio 5000

Loglx Designer - GuardLogix in Safety_Finish.ACD [1756-L81ES 32.11]"

- B X
{ FLE  EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP
Do W & X0 IS cic inp.i) % % o0 e b GGG
= RUN .- H
= oK | Path: 48_ETHIP-11192,168, 1.2\ackplane\0 | B= rets|rop|Foug | ran | @) omy| Lo [reeg] ocs Jocsx] B | 86| B8y, | oo [srer| oy vesy| o] RS o 5] oony ocg| )]
= Energy Storage
fmyo & 2 Offline . MoForces ¥ Mo Edits i Safiety Unlocked B8 5 4 » Favorites Add-On Safety Bt TimevCounter  Input/Outpat  Compare  Complteddath File/Misc.  Progran
Controller Organizer v I X SafetyProg - Mai ine* X ElementiGioup Move/Togkcl v
= aallln|m o a2 b v
4 ! Controller GuardLogix - ESTOP -
< Controller Tags ESTOP Zonel_ESTOP
Reset Type AUTOMATIC =01 Je=
Controller Fault Handler Channzl & AENT 01:2:1Pt00Data |-CClo—
Power-Up Handler 14| CRHO—
4 I Tasks Channel B AENT_O1:2:1.Pt01Data :(Cn)o—
. 1€ FP—
4 ¥ MainTask Circuit Reset none
P L MainProgram 0w
4 (@ SafetyTask Fault Reset CmdizunetFaultReseDI‘
4 5 SafetyProgram

4

4
4

4

4]

< Parameters and Local Tags
B MainRoutine
Unscheduled
Motion Groups
Ungrouped Axes
Alarm Manager
Assets
T Logical Mode
1/0 Lefitiguration
448 1756 Backplane, 1756-A4
[ [0] 1756-LB1ES GuardLogix
§ [1] 1756-LBSP GuardLogixPart
4 f] [2] 1756-EN2T Ethernet
4 g5 Ethernet
f 1756-EN2T Ethernet
=1 1791ES-IBBHOBYS/A E TE
4 @1734-AENT /A AENT 01
4 B Pointl( & Slot Chassis
D [0] 1734-AENT/A A
1 [1] 1724-1B8S/A AF
i [2] 1724-1B85/A AF
U [3] 1734-0B85/A A
[I [4] 1734-1BB/C AEl
0l (5] 1734-0B8;

AE

4 55 Etvegpet

-

Zonel_ESTOP.O1
jr—

C

Sts_Zonel_ESTOP_InputQk

NI

Zobrazeni struktury HW v aplikaci
(Jak ne-bezpecnostni, tak bezpecCnostni)

Fonel_LC.O1

==
=

| T e

La131-8 g et 130322118

Ow

Sts_Zanel_LC_InputOk

Sts_Zonel_ESTOP_InputOK

pr—
a

Sts_Zonel_LC_InputQk

[
C

—

Sts_Zonel_lnputsOk

C

Crnd_Zonel_SafetyReset
1 E
1 C

Wrk_Zonel_SafetyReset_ ONS

LEN

Sts_Zonel_|nputsOk.  AENT_01:2:1.CombinedinputStatus

re— g re—

Zonel_Contactors FP

Crd_Zonel_OutputEnable

Crnd_Zone1_OutputEnable

J E
1 C

l

C

l

C

——Ifl'—
il R

I= Controller Organizer (1) Logical Organizer

Errors E ch Result “-fdhh

Display the language elements contained in the group: Move/Logical

Communication Software: RSLinx Classic Rung 0 of & APP A

— Rockwell
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Prostredl Studio 5000

Loglx Designer - GuardLogix in Safety_Finish.ACD [1756-L81ES 32.11]"

- 8 X
5 FLE  EDIT  VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP
DO W & xoa 90 [ 1% % = bBbdiG 6 GG
=RUN g
= oK | Path: 48_ETHIP-11192,168, 1.2\ackplane\0 A =) rets|rop|Foug | ran | @) omy| Lo [reeg] ocs Jocsx] B | 86| B8y, | oo [srer| oy vesy| o] RS o 5] oony ocg| )]
= Erergy Storage _ . - - G -
fmyo Offline . MoForces ¥ Mo Edits i Safiety Unlocked 4 » Favorites  Add-Cn  Safety Bit  TimerCounter Input/Output  Compare  Compute/Math File/Misc.  Progran
el o @ SafetyProg 5 - Element Group: Move/Logical -
5 8= U W abd 387 ab. v caby
4 ! Controller GuardLogix - ESTOP -
< Controller Tags ESTOP Zonel_ESTOP
Reset Type AUTOMATIC =01 Je=
Controller Fault Handler Channzl & AENT 01:2:1Pt00Data |-CClo—
Power-Up Handler 14| CRHO—
4 I Tasks Channel B AENT_O1:2:1.Pt01Data :(Cn)o—
- 1€ FP—
4 ¥ MainTask Circuit Reset none
P L MainProgram 0w
4 (@ SafetyTask Fault Reset Cmd_Zonel_FaultReset
O
4 5 SafetyProgram

4
4

4

4 = Maotion Groups

< Parameters and Local Tags
B MainRoutine
Unscheduled

Zonel ESTOP.O1

Sts Fonel ESTOP InputQk

Ungrouped Axes
Alarm Manager
Assets
T Logical Maodel
1/0 Configuration
4 831756 Backplane, 1756-A4
[ [0] 1756-LB1ES GuardLogix
§ [1] 1756-LBSP GuardLogixPart
4 f] [2] 1756-EN2T Ethernet
4 g5 Ethernet
§ 1756-EN2T Ethernet

4 @ 1734-AENT /A AENT 01

4 B PointlQ & Slot Chassis
@ 0] 1734-AENT/A A
U [1] 1734-1B85/A AE
I (2] 1734-1B85/A AE
i (3] 1734-0B8S/A A
[ (4] 1734-1B8/C AEN
[ [5] 1734-0B8/C AE

zobrazeni podle logickych vazeb (napriklad 10, meénic
a safety resici zasobnik materialu bude ve stejné

Moznost zobrazit standardni zobrazeni (viz. obrazek)

nebo Logicky organizer, kde mohu upravovat

4

skupiné jako standardni a safety program,

ktere jej fidi, dalsi Cast stroje v dalsi skupine atd.)

T TT?'

0K

able

Display the language elements contained in the group: Move/Logical

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.
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Postup konfigurace a programovani

Nezapomente, ze pozadavky na
zabezpeceni aplikaci je soucasti
legislativy jiz od prvnich mésicu roku
2018!

Zameérna, nebo nahodna zmena SW
napriklad nesmi vést k narustu
nebezpecCi, nebo ke vzniku novych
rizik na strojich...

Aplikujte 1ISO TR22100-4,
IEC TR 63074 a skupinu norem
IEC 62443 do vasich aplikaci!

Safety Application:  Unlocked
Safety Status:

Safety Signature;

ID: CNONE:

[rate:
Tirne:

[] Protect Signature in Fun Mode

When replacing Safety |/0:
@ Configure Drly When Mo Safety Signature Exists

() Configure Ahways

% Controller Properties - Safetylab (=] ||E|
General I Seral Port | Syztem Protocol | Ilzer Protocal | b ajor Faultz | bdinor Faultz | Date/Time
Advanced | SFC Execution | File | Safety | I anvalatile b emory I bl oy | Security

[ Safety Locknlock. .

Generate

Copy

Delete

] 4 ][ Cancel ] Apply

Rockwell
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Agenda

PREHLED HW

: 3 ) = PR AVENI STUDI
SYSTEMY S INTEGROVANOU BEZPECNOSTI] NG5 "L | SRS

NEJCASTEJSI SW BLOKY

JAK VAM MUZEME POMOCI

Rockwell
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Postup konfigurace a programovani

= | ogické schéma bude vypadat zhruba
takto:

E-STOP

D Stykace
&

ROUT

DCSTL —\—

Ménice

Zamykani dveri

Feedback

Rockwell
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Predpfripravené bezpecnostni funkce

v y - sphuria T s & Aver-Sradey Bill of Material
. F l I n kC n I O I S ro I'te eentpar srhirprerra ek I skl applledon s e thow poediire
S4op Cat 0 or 1 via a Kinetin Brive with Integrated Saie Torgee OFF ek By
oon EEbar’dabd P Netwoaks Safaty Fenchan R T Rt o b e b o e o, 1 AE romkad el

Sataty Fancten Aaguliaments

oy r s = Ve
A derund o ke e s T e s s cormand o resserbaasdon o
bze. awarlay wika {pacoagibs Sari b los noncesezii o

o S s e 1 el O o D el 1 s R I ot ol W o, 1l e
vallr 300~ e g L i
[ e e e

ey b o Lo T L v i

derwvams sred maserbee deseered a0

M Ku Sovnik MMWMJ\“: o iiﬂ I' ____sfr._.?-r._nﬁ..:"(:w.jm — -
= Program/Konfigurace o [P
= Kalkulace v SISTEMA 5 ~
= Pfipravena Verifikace == T
a & Validace ———— = .i_'E
iz

Rockwell
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Jak pracuje CPU s integrovanou bezpecnosti

= Safety Task je PERIODICKY — nikdy jiny i v budoucnu

= Periodicky, primarni CPU “iniciuje” sekundarni CPU

= Vstupni obraz je ‘zmrazen’; neméni se béhem béhu programu
= Priméarni CPU posila vstupni data sekundarnimu CPU

= (Obée CPU provedou uzivatelsky kod ze ,zmrazenych” dat

= Vysledky obou béhu jsou porovnany mezi sebou (primarni
< - sekundarni — s inverznim zpracovanim)

= Pokud je vysledek spravny, primarni i sekundarni CPU
vystavi polovinu obrazu vystupnich dat, z téch je sestavena
zprava pro vystupni body

— Rockwell
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Bezpecnostni ,Tag“ a standardni ,tag*

Jaky je zakladni rozdil mezi bezpecnostnimi a standardnimi tagy?
= Bezpecnostni tagy jsou vSechny generovany jako 1002

= Na zaklade bezpecnostnich |/O a Safety tasku.

- Spravované VZDY Safety taskem
= Standardni tagy jsou VSECHNY generovany jako 1ool

= Na zaklade standardnich I/O a Standardniho tasku

= Spravovaneé vétsinou standardnim taskem

Rockwell
ion Innovation and Technology Forum (Brno, Czech Republic) Au‘l‘oma‘l'lon



Zakladni pravidla

Kazde CPU ma tridu ,Class” “standard”, bezpecnostni m

—

= Pravidlo #2 Nemohu ovladat bezpecnostni v

<

GuardLogix™ L

1 4

al ,Sa

fety”

stup (tag) ze standardniho tasku

GuardLogix Data Flow Capabilities

2

Standard Tags and logic behave the
same as ControlLogix

Standard Tag data, program or contraller
scoped and axternal devices, HMI, PC's,
other contrallers, etc.

Guardloge is an integrated controller, we
provide the ahility to move (map)
standand tag data into safety tags for use
within the safety task. This is o provide
users the abiity read status information
fram the standard side of GuardLogix
This data MUST NOT be used to directly
contral 2 SIL 3 outpul.

Safety Tags (Contraller Scoped) can be
directly read by standard logic

Safaly Tags can be read or written by
gafety logic

Safety Tags exchanged between
GuardLogx contrallers over EtherMet.
Safaty Tag data, program or controller
scoped can be réad by extemnal devices,
HMlI's, PC's, other controllers, etc. MNote,
once this data is read, it is considered
standard data, not SIL 3 data

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved. 2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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Mapping Tool
. arrirrpait=ier SRS | S |

= Nové pravidlo #1: MOHU pouzivat standardni tagy v bezpecnostnim tasku, za
pouziti ,Mapping tool*
= Pravidlo #2 Nemohu ovladat bezpecCnostni vystup (tag) ze standardniho tasku

Safety Tag Mapping El

Standard Tag Mame £ % | Safety Tag Mame & | Cloze I

» Circuit_FReset * | Circuit_Reset_55
CMS5_Crnd_FaultReszet_bMap Fault_Reset_HMI ﬂl
CMSS_Crd SafetyReset_Map Circuit_Reset_HMI
CMSS_LampT est CMSS_LampTest_Satety
Fault_Reset Fault_Reset_PB Ml €
K.300_FaultStandard K.300_Faults afety

*

Rockwell
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VSECHNY certifikované bezpeénostni instrukce jsou dvojkanalové

= Dvojkanalové instrukce pomahaji diagnostice a potvrzeni, ze jSou
Kanaly v rdmci tolerance

= Pokud zustanou mimo tolerance déle, nez je nastaven tzv.
,discrepancy time“, je deklarovana chyba vstupu

D Dual Ch 1 A IDCT‘ t
— Dwal Channel Input Stop | ualLhannelanaing npu
| | DCS CMSS_EStop (01 e e o Tank el 1=
Safety Function EMERGENCY STOP Restart Typs AUTOMATIC | HTR—
) Input Type EQUIVALENT - ACTIVE HIGH  |H(FP>— AUTOMATIC
Dizcrepancy Time (Mzec) 3000 Channel & AENT:3:.Ch0Data [ LTP3—
Festart Type AUTOMATIC 5026 €|
Cald Start Type AUTOMATIC Channel B AENT:3:.Ch1Data {FP—
Channel &, CMES_EStop Channeld, 2029 &
=Pairt 1002 M020atas Tolerance Tank_Lewvel_Tolerance
- 1 100 &
Channel B CMSS_EStop_ChannelB Discrepancy Time (Msec) =00
qp”'m—'g:z:"mma:a: High Limit Tank_Level_HighLimit
. . 9000
Input Status Paird_10: 2L Combinedinput =tatus Low Limit Tank Level LowLimit
14 1000 & )
Reszet Fault_Reset_Safety Input Status Analog_ChOCh1_lnputStatus
0 & 1%
Rezet Reset_Tank_Lewvel _DCA
0 #|
Diagnostic Code 0 &
Fault Code 0+

— Rockwell
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Instrukce DCS

DCS je zakladni vstupni instrukci

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.

D=
Dual Channel Input Stop
DCS CMES EStop
=afety Function EMERGEMNCY STOP
Input Type EQUMALENMT - ACTIVE HIGH
Dizcrepancy Time (Mzec) 3000
Restart Type AUTOMATIC
iCold Start Type AUTOMATIC
Channel & ChSS_EStop Channel s,
=Paint_|o: 2 P02Data=
1
iZhannel B CMS%S _EStop ChannelB
=Poirt_I2: 2 M03Data=
1
Imput Status Paoint_|1O:2: . CombinedinputStatus
1 &
Feset Fault_Reset_Safety
0

[0 D=
—FP—

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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Instrukce DCS

= |nput Type

= Equivalent nebo Complementary
= Discrepancy Time

= Jak dlouho mohou byt vstupy rozdilné od oCekavaneho stavu,

nez je deklarovana chyba
= Restart Type

= Je vyzadovan ‘Reset’ pro aktivovani vystupu funkce?
=  AUTOMATIC — NE
= MANUAL - ANO
= Cold Start Type

= Je vyzadovan test bezpec€nostni funkce po spusténi stroje?
=  AUTOMATIC — NE
= MANUAL - ANO
= |nput Status

= Jsou validni data na vstupu funkce?

s
Dual Channel Input Stop
DiZs CMZ5S_FStop 01 Jes=
mafety Function EMERGEMCY STOP
Inpt Type EGQUINALEMT - ACTVE HIGH |H(FP3—
Cizcrepancy Time (Msec) 3000
Restart Type AUTOMATIC
Cold Start Type AUTOMATIC
Channel &, CMWES EStop Channeld,
=Pairt_o: 2 P02Datas
1 &
Channel B CM==_EStop_ChannelB
=Poirt_I0: 21 Pt030ata=
1 &
Input Status Point_1O: 2 . Combinedinput Status
1 &
Reszet Fault_Reset Safety
0 &

Dual Channel Input Stop

= Pokud je status LO, vystup (O1) je vypnut i kdyz jsou vstupy ChA a ChB v poradku

= Reset
= Reset poruch (FP)

= Restartuje vystup (O1) pokud je Restart Type konfigurovan jako ,MANUAL"

MPUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.
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Instrukce CROUT

= Zakladni instrukce pro bezpecnost vystupu

se zpéetnou vazbou
— Configurable Redundant Output
CROUT CROUTT (01 =
Feedback Type POSITIVE
Feedhack Reaction Time (Mzec) 250 02 =
Actuate CME5S_Estop OutputEnaklet
1 &-FP—
Feedback 1 Faoirt_I2: 11 PMO0Dats
1 &
Feedback 2 Poirt_1C:1: 1 P01 Data
1 &
Imput Status Poirt_I1C: 1L CombinedinputStatus
1 #
Dutput Status Poirt_1O: 3 L. Combined DutputStatus
1 &
Feszet Fault_Rezet Safety
0 &

— Rockwell
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Instrukce CROUT

= Feedback Type

= Positive nebo Negative cROUT
u Reaction Time —{ Configurable Recdundant Output
CROUT CROUTT (01 Je=
- Jak dlouho Cekat na zpétnou vazbu, pred tim, e e S
o ] Feedback Reaction Time (Mzec) 250 02 e=
nez funkce deklaruje poruchu Actuate CMSS_Fstop_OutputEnables
1 & FP—
. ACtuate Feedback 1 Faoirt_I2: 11 PMO0Dats
1
- Bez funkce restartu Feedback 2 Paint_I0x1:1 P01 Dt
) , . . , oy -
VyStUpy Ol a 02 Jedn?fjus,e naSledqu blt’ Impot Status Paint_I2:1: | CombinedinputStatus
pokud nejsou v bloku zadné chyby | | 1
- Input and Output StatUS Dutput Status P'u:nlnt_ID.3.I.C|:|rnl::||nedDutputStatu13{-
’ v s Reset Fault_Rezet Safety
= Jsou vstupni data v poradku? 04
= Jsou vystupni kanaly ovladany timto blokem a
? :
bez chyb Configurable Redundant Output
= Reset

= Resetuje chyby zpétné vazby (FP) Roclkuwvell
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Dangerous Undetected (DU) Fault

= The highlighted fault is undetectable with this wiring; sourced from
power rail

= The channel-to-channel short is not detected, and thus a second fault
could lead to a loss of the safety function.

24V

24V

- o
NOT @ _E_O_ Q_' Detected @ ALQ Q_
o

detected gt——-=0 | O—nr |0 & Q
a 24V common

T e

Detected ®' _O_ _O_ Detectad @ Q D

an b

Demand @ _Q_ Q— I:I}.irs':;rE|:|-a||nl:5r @r _Q Q
T

bDetecled @' _J'FQ D @

¥
Discrapancy @- _Q Q— @

— Rockwell
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Pulse Testing

= The channel-channel short can be detected using a pulse test.
= Safety Controllers and Safety I/O have configurable pulse test capability.

= Test Outputs are used to source the 24V for the channel, and are
iIntermittently pulse tested to detect shorts to 24V.

T~
Detected @'—'_QQ 9 @ TO _|J TO |J IJ
I[:#ring @-—O_Q [ @ T1
T~ _|_|
@ QIO 9
T~
e—=|Oo
o—Qlo—

A Rockwell
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How to Configure Safety Input Channels

Channel Configuration / Single or Equivalent?

Channel Operation
Chann — ?
ISCrepan
el Type Time Il?ms? Deadband | Channel Offset
0 Single 0 =« 1 =« 0 =«
w
1 - - -
2 Equivalent - 1000 = 100 = 2000 -
3 - . . .
—_— Pairt Operation Test Input Delay Time (ms)
Poirt - Discrepancy Poirt Mode S

yEE Titme (ims) Off-=0n | On-=0ff
0 | Single - 0 | Safety >||[More =] 05 =
1 | ~ || Safety _=||Mone | 05 =
2 |Single - 0 «| Safety Pulse Test |0 hd 0= =
3 | ~ || Safety Pulse Test =1 =] 0= =
4 | Equivalert . 100 |« || Safety x| Mone x| 05 03
5 - || Safety >||Morme =] 0= =
& ||=ingle . 0 «| Safety | Mone x| = 03
7 - || Satety >||[More =] 05 =

Equivalert k

Complemertaty

Input Error Latch Time: I 100033 ms

— Rockwell
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Bezpecnostni SW

Pozadavky na SW nalezneme v EN ISO 13849-1, kapitole 4.6, nebg
Postup u V-modelu bezpecnostniho SW béhem zivotniho cy

Specifikace
bezpec€nostnich
funkci Specifikace
;L bezpecnostniho software

v

A

A

Vysledek Kodovani
Ovéreni

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.
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Je mozna certifikace 3. stranou

= Pokud si prejete (nebo vas odberatel) mit aplikacni kod
validovany tfeti stranou, budte PRIPRAVENI na to, Ze
DALEKO vice Casu stravi validator nad vasim
procesem nez nad samotnym SW... Je treba:

- R&dné (az témé&F dokonale) zdokumentovat Zivotni cyklus
Napfiklad: mate spravné vypracovanou SRS i pro software?

= Programovat modularne a strukturovanée

= Program musi byt ,Citelny®, pochopitelny a musi jej byt
mozne testovat

M PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved. 2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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Security (zabezpeceni) je soucasti safety (bezpecnosti)

IEC TR 63074 — Security - Functional safety of control systems

Security,

I!g 62443 methods &

requirements

OEM +
uzivatelé

Rockwell
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Ochrana proti zmenam

= Bezpecnostni systémy potrebuji

ochranu proti

= Zakerne, zamerné, nedovolené?

Offline zmenam bezpecnostniho programu
Online zménam bezpecnostniho programu
Zménam parametrum z HMI

Prehrani programu a prepsani bezpecnosti
etc...

= Neumyslné, zapomenute?

| 1t5] 58 3 o 3 [ o] o

=10I x|

e i A
=i | =

Fault_Reset HM|

Y
—

JE
J L

Faurt_Heaet_F'El

_IL

p R03 SafetyResets ‘l | 'l_
SafetyProcram
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Jak vdm mGzZeme pomoci dosahnout BEZPECNE aplikace

™

PUBLIC Copyright © 2019 Rockwell Automation, Inc. All Rights Reserved.

OBSAHLOST PORTFOLIA PRODUKTU
Rockwell Automation je svétova jedniCka ve vyvoji,
vyrobé a prodeji produktu pro funkéni bezpecnost

KOMPETENCE OSOB

Kazdy technik Rockwell Automation ma alespon zakladni
znalosti o funk¢ni bezpecnosti, v kazdé zemi je
specialista. Rockwell dlouhodobé udrzuje a prohlubuje
znalosti osob, které se staraji o zakazniky v oblasti
bezpecnostni techniky

SPOLUPRACE S TUV RHEINLAND

Rockwell spolupracuje nejen na certifikaci produktu, ale
i v oblasti komplexniho neustalého vzdelavani v oblasti
funkéni bezpeénosti nejen stroju, ale i procesu a
zabezpeceni.

VAN

; ®
TUVRheinland

2019 Rockwell Automation Innovation and Technology Forum (Brno, Czech Republic)
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Jak vdm mGzZeme pomoci dosahnout BEZPECNE aplikace

- SOFTWARE
Rockwell ma k dispozici volné Siritelny software (SAB),
ktery muze spolupracovat se SW Sistema a podporuje
zakazniky, ktefi se snazi sve projekty zvladnout sami.
Rovnéz ma k dispozici SW nastroj RASWin.

- SLUZBY
Rockwell nabizi sluzby na kli¢c maléeho i velkého rozsah_
od analyzy a posouzeni rizik po dodavku kompletniho i i
projektu s podklady pro vydani
ES prohlaseni o shodé

Rockwell
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